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QUICK TIPS:

ACCESSING RISK AND IMPLEMENTING
SAFEGUARDS

Privacy and security risk assessments are conducted by clinics to determine if there are
gaps in a clinic’s privacy and security policies, practices and procedures.

AMA Privacy_and Security Risk Assessment Tool

To ensure that proper safeguards for protecting information are in place, Risk Assessments are
completed on a regular basis (e.g., annually) and with any changes to the collection, use and disclosure
of health information. This is the custodians’ and Privacy Officer’s obligation under the Alberta Health

Information Act (HIA). Completing a risk assessment is an easy way to ensure that your clinic stays
compliant.

PRIVACY AND SECURITY RISK ASSESSMENT

@ Physical Risks) 6 Administrative Risks) @ Technical Risks)

Use the Privacy_and Security_Risk Assessment Tool to review the potential risks and ensure that the
suggested safeguards are implemented.

Key Resources to Assist

Physical

e Check for basic physical safeguards (e.g. computer screens facing away from public,
playing music to limit the overhearing of health information, ensuring locks and alarm

are in place and functioning properly). The best way to do this is by walking around the
clinic with the checklist and inspect the safeguards.

e Administrative

e Confirm staff understands how to keep information safe (training)

¢ Ensure policies and procedures are relevant to your practice (routine review)

¢ Review audit logs (logging access and what is viewed)

¢ Review access controls (what staff have access to electronically and physically)

@ Technical

* Ensure regular changing of passwords

e Ensure stored health information is protected by encryption, two factor authentication
e Ensure firewalls, antivirus, software updates are current
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Create an action plan for each of the gaps identified in Step 1. A simple spreadsheet format is presented
in the tool.

Safeguards
Needed

Action Plan Responsible

Step 3
Use the action plan that you have created to implement and track your progress.

Step 4

Save the spreadsheet in a safe place and refer to it if you are asked for documentation of what
safeguards are in place. This could be requested in the event of a breach or when preparing a privacy
impact assessment.

Step 5

Review the previous years’ assessment and plan and update your assessment for the current date.
TOOLS AND RESOURCES

e Acceptable Use of Email Policy e Notice of Collection

* Access to Health Information Policy e QOath of Confidentiality_Tool

e AMA Privacy_Training e Password Policy Tool

e Collection, Use and Disclosure Policy e Privacy and Security_Risk Assessment

e Correction or Amendment of Health Information Policy Tool

e Disclosure Consent Form e Privacy Roles and Responsibilities Policy,
e Facsimile Transmission Policy e Safeqguard Checklist

e Generic - Information Manager Agreement e Wireless Networking_.and Remote Access
e |nformation Handling_Policy Policy

e |Information Sharing_ Agreement e Vendor IMA

e |nformation Security_for Contractors Policy
¢ |Information Sharing_ Agreement
e Non-Disclosure Agreement Tool

ONLINE PRIVACY TRAINING

AMA’s privacy_training is available for physicians and clinic staff, free of charge via Learn@AMA.

Do you have questions about clinic security, privacy or data sharing?
Visit Alberta Medical Association's Clinic and Patient Privacy.
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https://www.albertadoctors.org/leaders-partners/clinic-patient-privacy/privacy-training
https://learn.albertadoctors.org/#/login
https://learn.albertadoctors.org/#/login
https://www.albertadoctors.org/leaders-partners/clinic-patient-privacy
https://www.albertadoctors.org/About%20the%20AMA_Privacy/acceptable-use-of-email-policy.docx
https://www.albertadoctors.org/About%20the%20AMA_Privacy/access-to-health-info-policy.docx
https://www.albertadoctors.org/leaders-partners/clinic-patient-privacy/privacy-training
https://www.albertadoctors.org/About%20the%20AMA_Privacy/collection-use-and-disclosure-policy.docx
https://www.albertadoctors.org/About%20the%20AMA_Privacy/correction-or-amendment-health-info-poli.docx
https://www.albertadoctors.org/clinic-patient-privacy/disclosure-consent-form.docx
https://www.albertadoctors.org/About%20the%20AMA_Privacy/facsimile-transmission-policy.docx
https://www.albertadoctors.org/clinic-patient-privacy/generic-ima.docx
https://www.albertadoctors.org/About%20the%20AMA_Privacy/information-handling-policy.docx
https://www.albertadoctors.org/emr_resources/info-sharing-agreement.docx
https://www.albertadoctors.org/About%20the%20AMA_Privacy/info-security-for-contractors-policy.docx
https://www.albertadoctors.org/emr_resources/info-sharing-agreement.docx
https://www.albertadoctors.org/About%20the%20AMA_Privacy/non-disclosure-agreement-tool.docx
https://www.albertadoctors.org/emr_resources/notice-of-collection-poster.docx
https://www.albertadoctors.org/clinic-patient-privacy/oath-of-confidentiality-tool.docx
https://www.albertadoctors.org/clinic-patient-privacy/password-policy-tool.docx
https://www.albertadoctors.org/Leaders%20--%20Clinical%20resources/privacy-and-security-risk-assessment-too.docx
https://www.albertadoctors.org/About%20the%20AMA_Privacy/privacy-roles-and-responsibilities-polic.docx
https://www.albertadoctors.org/clinic-patient-privacy/safeguard-checklist.docx
https://www.albertadoctors.org/About%20the%20AMA_Privacy/Wireless-networking-and-remote-access-po.docx
https://www.albertadoctors.org/emr_resources/info-mgmt-agreement-vendor.docx

